
SAFE SURFING FOR SENIORS
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HOW DO YOU USE THE INTERNET?

How do you connect to the Internet? Computer, tablet, cell phone?

How do you use the Internet? Email, social media, browsing, searching 
for information, shopping?
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WHAT DEVICES ARE AT RISK?

Windows Computers - the biggest target

Mac and other non-Windows computers

Android smart phones and tablets

Apple smart phones and tablets (iPhones and iPads)
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WHAT RISKS ARE THERE?

Viruses and Malware - loss of control of 
your info on your devices from bad 
software
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WHAT RISKS ARE THERE?

Viruses and Malware - loss of control of your info on 
your devices from bad software

Password hacks - another way to lose control

Revealing personal info, leading to identity theft

Falling for deception and trickery

Losing your phone and its data

Account hacks
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DEFINITION OF MALWARE

Malware is an umbrella term used to refer to a variety of forms 
of hostile or intrusive software, including computer viruses, 
worms, trojan horses, ransomware, spyware, adware, scareware, 
and other malicious programs. 

It can take the form of executable code, scripts, active content, 
and other software. Malware is often disguised as, or embedded 
in, non-malicious files. 

See Wikipedia: https://en.wikipedia.org/wiki/Malware
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TYPICAL SCAREWARE WARNING
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TYPICAL RANSOMWARE WARNING
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MALWARE ON COMPUTERS

Scam ads! On Windows computers if 
your browser screen is frozen with a 
scam PopUp, or keeps generating new 
popups, press Control + Alt + Delete 
together and select Task Manager.  On 
a Mac, select Command + Option + 
Escape.

Bad software! Beware of free software 
online. It may include such things as key 
loggers to record your passwords, 
credit card numbers, vital info, etc.
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VIRUSES & MALWARE
PHONES & TABLETS

iPhones and iPads have less risk than 
Android, Windows, or Linux  phones and 
tablets.

iPhones and iPads only accept software 
from the Apple store. All software is 
thoroughly vetted before it is released to 
you. You cannot add software from other 
sources, unless your device is “jailbroken” 
to get around the built-in restrictions. (You 
don’t need to worry about this unless a 
family member is a hacker.)
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PASSWORDS

Passwords are used to protect sensitive information. 
The more sensitive the information, the more 
important it is to use secure passwords.

The most common passwords are “password” and  
“123456”. Don’t use them!
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COMMON SECURE PASSWORD RULES

1. Use upper and lower case letters, numbers, and special 
characters. 

2. Don’t use predictable names, dates, places as a basis

3. At least 8 characters, preferably a lot more! 

4. Never repeat passwords from one account to another

5. Change them frequently.  

6. Don’t write them down. 
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BETTER PASSWORD SOLUTIONS 

Use a secure password manager like the free Dashlane, which 
can be used with multiple devices.

If you can’t handle random, secure strings of characters, use 
long nonsense phrases you can remember, e.g, 
Monochr0meRainbows!

Reuse part of a password to help with memory, but prefix each 
password with 3 or 4 characters from the site, e.g. for 
Amazon, use amaz*rubberCheeri0s, for Facebook, use 
face*rubberCheeri0s.
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TWO FACTOR AUTHENTICATION

A method of confirming a user's claimed identity by using a 
combination of two different components.

Knowledge (secret known to the user) – password, secret fact 
Possession (email address or phone number) – send a one-time 
code
Physical characteristic of the user (facial recognition, fingerprint)
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RELATED PASSWORD SOLUTIONS

When asked verification questions to help identify you, 
for example, “What is your mother’s maiden name?” 
or “first pet’s name” - never answer them correctly. 
Use something ridiculous you can remember, like 
“tinwoodman”.

If you hear a site you use has been hacked, immediately 
change your password for that site.
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PERSONAL INFORMATION

Be very careful what personal and family information 
you put online, particularly in social media like 
Facebook. Use a restrictive setting, not one that gives 
access to all.

Think twice before completing online questionnaires, 
even from valid places. Does your dentist or auto 
dealer really need your SSN online? Give it to them 
personally, not online, if they need it.
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POSTING PHOTOGRAPHS ONLINE

Most of today’s cameras and cell phones with cameras record the GPS 
location where a picture is taken. The GPS coordinates are included in 
the picture file as metadata, and if you post it online, anyone who can 
see the picture can find out where it was taken. You can turn off the 
GPS recording, but the default is usually set to ON. 

Do you really want to tell the world where your grandchildren live?
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DECEPTION & TRICKERY

Email scams used to be full of broken 
English and bad spelling. They are getting 
better. 

Web links may look right in email, but 
go to some place completely different 
than what is displayed.
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DECEPTION & TRICKERY

Scammers harvest email address and 
phone number lists and share them.

They use them to deceive you into 
giving out personal information or get 
access to your system or get you to give 
them money.
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DECEPTION & TRICKERY- EXAMPLE 1

Be very skeptical about unexpected email, even from 
friends. If it feels wrong, it probably is. 

No, you didn’t win the lottery with the ticket you 
never bought. 

Nigeria does not need your help moving money.

Your close friend touring Europe did not lose her 
pocketbook and passport. 
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DECEPTION & TRICKERY- EXAMPLE 2

If your bank calls you to question a check or charge, is 
it really your bank? They do make such calls, but they 
never ask for personal information such as account 
number or SSN. If they do, tell them you will call them 
back and look up their phone number yourself. Do not 
use the phone number they give you.
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DECEPTION & TRICKERY- EXAMPLE 3

Don’t be taken in when you receive a phone call from 
a official sounding “Customer Service” person saying 
they can help with a virus on your computer.  If you 
believe them, they will ask you to give them remote 
access to your computer, and they will definitely install 
malware or take over your computer and hold it for 
ransom! 
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DECEPTION & TRICKERY, EXAMPLE 4

27

Walt



PROTECT YOUR PHONE OR GPS-
ENABLED COMPUTER/DEVICE 
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WHERE IS MY PHONE?

If you are missing your phone, open a browser and go to Google 
search. Type in, “Where is my phone?” You will see some 
options for different types of apps that will track down your 
phone.
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FIND MY IPHONE APP

If you have more than one Apple device or computer 
in the family, and one is missing, activate the Find My 
iPhone app. Share with family.

Use Lost mode in the app, if it is not near you to 
lock and track it.

Use Remote Erase in the app, if it appears stolen
– in cooperation with the authorities.
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FIND MY PHONE
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PHONE LOCATION

32Hope



ACCOUNT HACKS OF “TRUSTED” PLACES

Equifax 

Yahoo 

Target

TJX

JP Morgan

Many others
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WHAT TO DO IF YOU ARE AFFECTED

1. Change password immediately in affected site and any 
other place you have used a similar password.

2. Monitor your credit card and bank accounts daily.

3. Follow company recommendations. 

4. File taxes early. 

5. Freeze your credit???
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HELPFUL SOFTWARE

Start with the antivirus security software which came with your 
system. The important thing is to use it and keep it up to date. 
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HELPFUL SOFTWARE

Check your computer with malwarebytes.com.
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QUESTIONS?


